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Abstract: The Industrial Internet is an emerging modern infrastructure for supporting smart manufacturing. Accurate
security situation prediction of industrial Internet is nowadays still a key demand and challenge for industrial application. To
this aim, a novel method of security situation prediction for industrial Internet based on optimized support vector regression
is proposed in this paper. The proposed method is a three-step procedure: in the first step, an improved gray wolf optimizer
algorithm, based on differential evolution and adaptive parameter adjustment strategy, with high calculation speed and opti-
mization accuracy is proposed; then, the optimized parameters of support vector regression are obtained; after that, accurate
security situation prediction model for industrial Internet is established. The simulation results show that the prediction accu-
racy rate of the proposed method are 90% and 100% when the allowable deviations are 0.05 or 0.1, respectively, and the cor-
responding absolute errors are less than 0.07, and thus the proposed method can enhance the accuracy rate and precision of
prediction, in contrast to the existing methods.
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2% (Mean Absolute Error, MAE) SE34 46 %1 H 75 bR 22
(Mean Absolute Percentage Error, MAPE ) F1¥4 J7 #R 15 22
(Root Mean Square Error, RMSE ) iX 3 4845 , #H e F ik
HAUF

1 & . 2
RMSE = /NZ(observed[—predlcted,.) (23)

1 <& .
MAE = NZJ observed, — predicted, (24)
1 | observed, — predicted,
MAPE= N; observed, (25)

Hirpr | observed, £ /8 55 i A~ E S {H ; predicted, % 7 X L
A TIUIAEL 5 V 27 B S B
BT A BT Y 3 A TN R 22 FR A, 45 R Nk 5
Js.
*5 WMMHREIFRITLE

T AR A RMSE MAE MAPE
GWO-SVR 0.065 0 0.0529 0.109 0
MEA-BP 0.058 3 0.049 8 0.101 2

PSO-SVM 0.0823 0.066 2 0.1399
AR5k 0.029 1 0.024 6 0.047 2
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ZAEFREI/INT 0.05, 40 E Al 3 BRI () F I 15 22 H8 A
E /N, A Bl 58 G b T30 Tl BB P 22 A 2 A
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A FEAT B T A el /s
GWO-SVR 6.438 0.123
MEA-BP 0.821 0.263
PSO-SVM 8.621 0.052
KSR 6.403 0.121
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L 1E 2 R Ry i A el R T e R FE 1 4
o BT B W AT R AR S8, S BOHE L
T B . PSO-SVM A5 78 25 1) fj B, Fouill fsf i) ¢, 1 )
PEREFE brd 22 , ME LA 2 SR 2

5 EXESERSHN

T A R T Tl LB 22 A, SRR T A
5 Do {5 A R, A SCBF R T R ) 22 4 AT e A
P ARZPE AR AR SR AT SR T — B R T IAE SVR
SRV B Tl BB ) 2 4 AR AT J5 12 . %7 R AER T



o2 M

) AR e 00 A SR o ik U1 38 M BB ) 2 4 25 34 O ¥ 453

b FBR 2 A s o B i AR Y FE AR L 1 S8R DE
BAL Y T 3 N S R e SR s ke R AR | B 1
TN A3 S5 HA B A JRy 8 e A T S SOR T8 T IRS B R
18 5 SR 5 R P Bt A R A A 3k Ay s Wi S e o
& Jm FRE I fk SVR 2%k, At 7 L TRk SVR ik
B4 Tl BB X 2 4 25 AT A 78 5 5 S M) P i B 7R 5
I A A

A 3 B G A T, A BT Al 9 RS
i 22 247 0.05 B, AR ST 1k 10 F3 00 4 4 23R A 90%. 78 25 14F
i 22 A 0.1 B, A 3C 7 32 B4 T 1 A 2R 38 5] 100%. 1
HL T 45 S A 446 X R 22 R E 0.07 22 P9, 3 100 F 5%
ZAEARE BRI E 0.05 LU, BEH] T A 3075 1 ] B
P TORE B A TINS5 58 . i LA, AR S5 122 AT AR 3 2419 T
MV LR 22 A A T AR SR B AR A2

S 3k

[1] LIJQ, YU FR, DENG G Q, et al. Industrial Internet: A
survey on the enabling technologies, applications, and chal-
lenges[J]. IEEE Communications Surveys & Tutorials,
2017, 19(3): 1504-1526.

[2] WU Y H, HU X D. Industrial Internet security protection
based on an industrial firewall[C]//2021 IEEE International
Conference on Artificial Intelligence and Computer Appli-
cations. Dalian: IEEE, 2021: 239-247.

(3] BEHKAT, 54 0 5 FoRE - U 1) Tl 42 T o) 2% 25 4 Jak
SRR, A 3h ka4, 2018, 44(8): 1405-1412.

LU G H, FENG D Q. Modeling of industrial control net-
work situation awareness with particle filtering[J]. Acta
Automatica Sinica, 2018, 44(8): 1405-1412. (in Chinese)

(4] 240, Fai1, SwOLRk, 5. WL HUEM T HTHESL

ST R ] HL T2, 2019, 47(4): 927-945.
LI' Y, WANG C Z, HUANG G Q, et al. A survey of archi-
tecture and implementation method on cyber security situa-
tion awareness analysis[J]. Acta Electronica Sinica, 2019,
47(4): 927-945. (in Chinese)

[5] JAJODIA S, LIU P, SWARUP V, et al. Cyber Situational
Awareness: Issues and Research[M]. New York: Springer,
2010: 25-34.

[6] BASS T. Multisensor data fusion for next generation dis-
tributed intrusion detection systems[C]//1999 IRIS Nation-
al Symposium on Sensor and Data Fusion. Laurel: The
Johns Hopkins University Applied Physics Laboratory,
1999: DOI:10.13140/RG.2.2.20357.96482/1.

(7] E#5F, B, UIbes), & —Fh T AN TR i 25 i
AL B AS I 7 35 D], #2412, 2003, 33(5): 945-949.
WANG Y F, LI T, HU X Q, et al. A real-time method of

risk evaluation based on artificial immune system for net-
work security[J]. Acta Electronica Sinica, 2005, 33(5):
945-949. (in Chinese)

(8] A= )5 M, HBiE, SRIL, 55 . —Fh LT AC-RBF i 4 9 2% 1

6 248 22 4 A5 BTN 5 (7). B PRI L R 2274l (A AR
Ji2), 2014, 26(5): 576-581.
LI F W, ZHENG B, ZHU J, et al. A method of network se-
curity situation prediction based on AC-RBF neural net-
work[J]. Journal of Chongqing University of Posts and
Telecommunications (Natural Science Edition), 2014, 26
(5): 576-581. (in Chinese)

[9] HU G Y, QIAO P L. Cloud belief rule base model for net-
work security situation prediction[J]. IEEE Communica-
tions Letters, 2016, 20(5): 914-917.

[10] ZHANG H B, HUANG Q, LI F W, et al. A network secu-
rity situation prediction model based on wavelet neural
network with optimized parameters[J]. Digital Communi-
cations and Networks, 2016, 2(3): 139-144.

[11] KOU G, WANG S, TANG G M. Research on key tech-
nologies of network security situational awareness for at-
tack tracking prediction[J]. Chinese Journal of Electron-
ics, 2019, 28(1): 162-171.

[12] 5. HLdss 2] M. JLaT: 34 K4 I A, 2016:
133-137.

ZHOU Z H. Machine Learning[M]. Beijing: Tsinghua
University Press, 2016: 133-137. (in Chinese)

(13 ] BURKRH, S5, PNIRVE, &5 . BT Blcik AR AL 1 52 24 1
2R A PUISA ], AR, 2021, 42(6): 72-83.
GUQY, WU B, SUN Z Y, et al. Key node identification
algorithm for complex network based on improved grey
wolf optimization[J]. Journal on Communications, 2021,
42(6): 72-83. (in Chinese)

[14] JIANG T H, ZHANG C. Application of grey wolf optimi-
zation for solving combinatorial problems: Job shop and
flexible job shop scheduling cases[J]. IEEE Access, 2018,
6: 26231-26240.

[15] WANG SH,LIY Z, YANG HY, et al. Self-adaptive dif-
ferential evolution algorithm with improved mutation
strategy[J]. Soft Computing, 2018, 22(10): 3433-3447.

[16] LIY Z, WANG S H, YANG B. An improved differential
evolution algorithm with dual mutation strategies collabo-
ration[J]. Expert Systems with Applications, 2020, 153:
113451.

[17] LIANG W, LI K C, LONG J, et al. An industrial network
intrusion detection algorithm based on multifeature data

clustering optimization model[J]. IEEE Transactions on



454 BT

g

i

2023 4F

[18]

[19]

[20]

[21]

[22]

Industrial Informatics, 2020, 16(3): 2063-2071.

LIU J, RUI S P, YANG M, et.al. Software and cyber se-
curity—A survey[J]. Journal of Software, 2018, 29(1):
42-68.

BGENE, 40, FA A BTk ) T4 R G0 55
PERALITIE D). A Sk 4, 2016, 42(5): 792-798.
HUANG J H, FENG D Q, WANG H J. A method for
quantifying vulnerability of industrial control system
based on attack graph[J]. Acta Automatica Sinica, 2016,
42(5): 792-798. (in Chinese)

WANG H, CHEN Z F, FENG X, et al. Research on net-
work security situation assessment and quantification
method based on analytic hierarchy process[J]. Wireless
Personal Communications, 2018, 102(2): 1401-1420.
XIAO P, XIAN M, WANG H M. Network security situa-
tion prediction method based on MEA-BP[C]//2017 3rd
International Conference on Computational Intelligence
& Communication Technology (CICT). Ghaziabad: IEEE,
2017: 1-5.

PNILEE T I 2% L A 2 A 0 AR 15 S 1)
BLEE 2 0k 58 (01 3F 5 ML 5 8, 2019, 36(6):
308-316.

SUN W X. Pso and svm for network security situation
prediction[J]. Computer Applications and Software, 2019,
36(6): 308-316. (in Chinese)

EEEN

HEE  H 19TV W7 E
DRHE K 0% , W R0 . T 1K
B RBIRAN | 28 A i B T BRI 2 4, Wk
W24 GEMIE SHOR, R R A S
oAbss.

E-mail: huxd@cqupt.edu.cn

BEC 55,1995 A R HA L £
BEREFE T 1) S Tl FLI % 4



